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Research on Telecom Fraud Detection Model Based on
Cellular Network Data

GUO Kaiyuan, WANG Wenbo
(School of Information and Communication Engineering,Beijing University of Posts and
Telecommunications,Beijing 100876)

Abstract: With the rapid development of wireless communication technology, the use of mobile
phones and other means of communication for telecommunications fraud has become a major problem
that endangers user security. Aiming at this problem, this paper constructs a telecom fraud user
detection model by in-depth analysis and mining of cellular network data. The model includes data
processing, CNNcombine algorithm and model evaluation. First, in the data processing part, the data
set is subjected to feature screening, coding, sampling, and the like. Secondly, the CNNcombine
algorithm is a combination of a one-dimensional convolutional neural network and multiple traditional
classification algorithms. The convolutional neural network is applied to solve classification problems
other than text image signals. Finally, in the model evaluation part, it is proved that the CNNcombine
algorithm has higher accuracy than the common machine learning classification algorithm such as
XGBoost to detect telecom fraud users.

Key words: Machine learning; cellular network data; deep learning; classification algorithm
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Fig.1 Telecom fraud detection model steps
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Fig.2 CNN convolutional neural network structure
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Fig.4 CNNcombine algorithm structure
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